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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to tine record appears below. Sliould tine clianges 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Brian J. Cash, Reg. No. 60,546 on September 8, 2010. 

The application has been amended as follows: 

Please Amend Claims as follows: 

1 . (Examiner Amended) A management method of network devicesr comprising the 
following steps of: 

(A) composing, by a plurality of network devices, a cluster through the 
following steps: 

M) designating , bv a processor, a device in a network as a cluster 
management device and configuring the device correspondingly by a network 
management device v, wherein the cluster management device comprises: an address 
translation module adapted to perform network address translation for management 
messages of member devices, a Dvnamic Host Configuration Protocol (DHCP)-like 
module adapted to accomplish allocation of private IP addresses to member network 
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devices, and a topological information processing module adapted to acquire 
information of topological architecture of a network; 

(2) initiating a topology acquisition process to acquire information of 
topological architecture of the network within a specified number of hops in the network 
by the cluster management device; 

(3) designating candidate devices to be added to the cluster in the 
topological architecture according to the information of topological architecture acquired 
from the cluster management device, and informing the cluster management device to 
start the cluster member device addition process by the network management device; 

(4) adding the designated candidate devices to the cluster and configures 
the candidate devices correspondingly by the cluster management device, so as to 
make the candidate devices become member devices of the cluster; 

(5) after the cluster is established, managing the member devices in the 
cluster by the cluster management device, and forwarding management messages 
which are from outside of the cluster and destined to the member devices through a 
standard Network Address Translation (NAT) process of the address translation 
module, to corresponding member devices to processii and processing the 
management messages according to a normal processing process by the member 
devices; 

where i n, the process of adding candidate network devices to the cluster m 
Gtop ( " 1) comprises: 
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(A1) sending cluster addition requests to candidate network devices tiiat 
can be added to the cluster by the cluster management device; 

(A2) determining whether it can be added to the cluster or not according to 
its own condition by each candidate device; if the candidate device can not be added to 
the cluster, feeding back a reject response and terminating the cluster addition process; 
otherwise feeding back an accept response to the cluster management device; 

(A3) after receiving the response from the candidate device and if the 
candidate device agrees to be added to the cluster, sending a configuration message 
containing private IP address, member number, handshaking interval, and state 
retention timei-etsr to said candidate device by the cluster management device; 

after receiving the message, configuring the candidate device 
correspondingly, and sending a complete response to the cluster management device 
after the configuration; 

(B) establishing IP data channels via the cluster management device 
between the network devices in the cluster and the network management device by the 
cluster management device, the cluster management device configuring the network 
devices with a data structure comprising following fields: 

network type: designed to identify the type of network where the device is; 

and 

physical address: designed to identify the physical address of the device 
in the network, wherein at least one of the network devices in the cluster is designated 
as the cluster management device and configured with a public IP address; 
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the network devices in the cluster are configured and updated with private 
IP addresses and routes by the cluster management device; and 

(C) managing the network devices in the cluster through said IP data 
channels via the cluster management device by said network management device. 
12. (Examiner Amended) The method according to claim [[7]] 1, wherein tl=»e necessary 
configuration for each member device added to the cluster in step (4) includes 
configuring each member device with the following items: member device number, 
private IP address of member device, name of member device, state of member device, 
operating state of member device, and cluster management password. 
14. (Examiner Amended) A c l uotor management apparatus for network dovicoo 
compr i s i ng: a c l ust e r d e v i c e manag e r and a m e mb e r d e v i c e conn e ct e d w i th th e c l ust e r 
dov i co manager, whoro i n: 

th e c l ust e r d e v i c e manag e r compr i s e s: 

an addrosG trans l at i on modu l o, adapted to perform network address 
trans l at i on for management messages of m e mb e r d e v i c e s; 

a Dynam i c Host Configurat i on Protoco l (DHCP) li ko modu l o, adapted to 
accomp li sh al l ocat i on of pr i vate IP addr e ss e s to m e mb e r n e twork d e v i c e s; 

a f i rst c l ust e r m e mb e r manag e m e nt module, wh i ch i s conn e ct e d w i th th e 
addr e ss translat i on modu le A ll , th e DHCP li k e modu le A12 and a topologica l i nformat i on 
process i ng modu l o Al ' 1 i nd i v i dua ll y, and adapted to manage member network dev i ces 
i n a concentrate manner, and to forward manag e m e nt m e ssag e s, wh i ch ar e from 
outs i do of tho c l uster and dost i nod to mombor dov i cos, to rospoct i vo mombor dov i cos to 
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proc e ss, so that th e m e nnb e r d e v i c e s can proc e ss th e manag e m e nt m e ssag e s 
accord i ng to norma l process i ng process; 

a f i rst topo l og i ca l i nformat i on proc e ss i ng modu le , adapt e d to d e t e ct th e 
topo l og i ca l arch i tocturo of network and to acqu i re tho i nformat i on of topo l og i ca l 
arch i t e ctur e of n e twork within a sp e c i f ie d numb e r of hops i n th e n e twork; 

tho mombor dev i ce compr i ses: 

a s e cond c l ust e r m e mb e r manag e m e nt modu le , adapt e d to accomp li sh 
c l uster management at tho mombor dev i ce end; 

a s e cond topologica l i nformat i on proc e ssing modu le , adapt e d to 
accomp li sh detect i on of adjacent dev i ces and rosponso/forward i ng of topology 
acqu i s i t i on r e qu e sts, th e c l ust e r d e v i c e manag e r conf i gur i ng th e m e mb e r d e v i c e s w i th a 
data structure compr i s i ng tho fo ll ow i ng f i e l ds: 

n e twork typ e : d e s i gn e d to i d e nt i fy th e typ e of n e twork wh e r e th e m e mb e r 

device 

phys i ca l address: des i gned to i dent i fy tho phys i ca l address of tho mombor 
dev i ce i n th e network; 

wh e r ei n, th e topolog i ca l i nformat i on proc e ss i ng modu le acqu i r e s 
I nformat i on of topolog i ca l arch i t e ctur e of n e twork w i th i n a sp e c i f ie d numb e r of hops I n 
tho network through the topo l og i ca l i nformat i on process i ng modu l o at a cand i date 
dev i ce s i de, and sends the i nformat i on to th e c l ust e r m e mb e r manag e m e nt modu le ; 
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th e c l ust e r m e mb e r manag e m e nt modu le s e nds a c l ust e r add i t i on r e qu e st 
to the c l uster member management modu l o i n a cand i dato dov i co that can bo added to 
th e c l ust e r; 

the c l uster member management modu l o determ i nes whether to be added 
to th e c l ust e r according to its cond i tions, and f ee ds back an acc e pt or a r e j e ct r e spons e 
to tho c l uster mombor management modu l o; 

wh e n th e c l ust e r m e mb e r manag e m e nt modu le r e c ei v e s an acc e pt 
message from the cand i date dev i ce, the DHCP li ke modu l e performs a ll ocat i on of a 
pr i vat e I P addr e ss of m e mb e r n e twork d e v i c e and sends th e privat e I P addr e ss, 
together with conf i gurat i on i nformat i on i nc l ud i ng member number, handshak i ng i nterva l , 
and stat e r e t e nt i on t i m e e tc, to th e c l ust e r m e mb e r manag e m e nt modu le i n th e 
cand i date dev i ce v i a the c l uster member management modu l e; 

th e c l ust e r m e mb e r manag e m e nt modul e us e s th e i nformat i on to 
conf i gure tho cand i date dev i ce accord i ng l y, and feeds back a comp l ete rosponso to tho 
c l uster manag e ment d e v i c e aft e r conf i gurat i on op e rat i on. 
A cluster management apparatus for network devices comprising: 

a cluster device manager and a cluster member device connected with the 
cluster device manager: 

the cluster device manager comprises: 

a processor and a memorv: 

an address translation module, adapted to perform network address 
translation for management messages of cluster member devices: 
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a Dynamic Host Configuration Protocol (DHCP)-like module, adapted to 
accomplish allocation of private IP addresses to member network devices: 

a first cluster member management module, which is connected with the 
address translation module, the DHCP-like module, and a first topological information 
processing module individually, and adapted to manage member network devices in a 
concentrate manner, and to forward management messages, which are from outside of 
the cluster and destined to cluster member devices through a standard Network 
Address Translation (NAT) process of the address translation module, to respective 
cluster member devices to process, so that the cluster member devices can process the 
management messages according to a normal processing process: 

the first topological information processing module, adapted to detect the 
topological architecture of a network and to acguire the information of topological 
architecture of the network within a specified number of hops in the network; 

the cluster device manager configuring the cluster member devices with a 
data structure comprising the following fields: 

network tvpe: designed to identify the tvpe of network where the cluster 
member device is: and 

physical address: designed to identify the physical address of the cluster 
member device in the network: 

the cluster member device comprises: 

a second cluster member management module, adapted to accomplish 
cluster management at the cluster member device: 



Application/Control Number: 10/537,488 Page 9 

Art Unit: 2442 

a second topological information processing module; 

wherein, the first topological information processing module acquires 
information of topological architecture of the network within a specified number of hops 
in the network through a topological information processing module at a candidate 
device, and sends the Information to the first cluster member management module; 

the first cluster member management module sends a cluster addition 
request to a cluster member management module at the candidate device that can be 
added to the cluster: 

the cluster member management module at the candidate device 
determines whether the candidate device can be added to the cluster according to its 
conditions, and feeds back an accept or a reject response to the first cluster member 
management module: 

when the first cluster member management module receives an accept 
message from the candidate device, the DHCP-like module performs allocation of a 
private IP address of member network device and sends the private IP address, 
together with configuration information including member number, handshaking interval, 
and state retention time, to the second cluster member management module; 

the cluster member management module at the candidate device uses the 
information to configure the candidate device correspondingly, and sends back a 
complete response to the cluster management device after the configuration operation. 
15. (Examiner Amended) The method according to claim 1, wherein the step (2) is 
performed to acquire information of managed devices to be added into the management 
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cluster, the information including MAC address and interconnection port number of each 
managed device. 

16. (Examiner Amended) The cluster management apparatus according to claim 14, 
wherein the address translation module processes in standard network address 
translation the management messages, which are from outside of the cluster and 
destined to the cluster member device after the candidate device becomes a member 
device of the cluster and the management messages are forwarded to the second 
cluster member management module of the a_respective member device via the first 
cluster member management module. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ESTHER BENOIT whose telephone number is 
(571)270-3807. The examiner can normally be reached on Monday through Friday 
between 7:30 a.m and 5 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Asad M. Nawaz can be reached on 571-272-3988. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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